Cybersecurity

—uropes

Cyber Security Architecture for the System Pillar scope

Infrastructure Manager Back Office Systems

The Cybersecurity team is responsible of defining central cybersecurity %
Fleet Management Systems Infrstructure management systems Enterprise Security Systems Enterprise Resource Planning System (ERP) — —

requirements. This includes aspects as generic security architecture, threat and (s s e s || P S0 R e e e SOC  dur CSRT  clmnde

risk assessment, security requirements for system under consideration, definition

of interfaces to Shared Cybersecurity Services, compliance to standards and legal OT Shared Services % i

obligations, and secure program requirements. wuc [rime][1am [uas][ P oa|[ac [securty Loo][Sackup J[ons] contigssw Diagnosties | Engineering Monitoring| | | yaaner i /N Teonophw /.
s e o o % %

Security — System Under consideration (generic architecture) Operator bl orertr s

'__| §5-098 SCHLS ,__—l—— Attacker
S REC W ElL Legend
Subset-126 l Subset-037 —‘7
AAAAAA ~ T D a1 B J_ B radio connection (IF)

-7 = - — - _ wired connection (1P}
Enterprise (: - 5 rd \)
Environment T~ L =" -7 - - _ - component Secure component
_____________ component Shared Cybersecurity Services (SCS)
(( )) (( )) (( )) (( )) (( )) E:E{{t{ri::i System not in scope
T I T I:l System Pillar
v v o — — — T — |_‘_ ~ scl Cybersecurity scope
Shared Enterprise Services Other Infrastructure Manager Services Onboard SCS Subsem{ Subemi176] Bubset03T Et;;m;q B DAC g‘:‘ﬁg: Ol':ji:::ctl Elcfr:?fol:lter System ety
A A R —— po Agg— EVC Q % omd o, pectcaton
i § DMI Driver % MNote: Functional System Architecture to clarify the System under
OT Service Consideration as basis for the next phases (Security Zoning, Risk
Environment ’ Analysis, Specification)
ES-xxx 1M S-300¢ Trackside Worker
Y v
Shared Cybersecurity Services Other OT Services
SSII-xxx SSI-Ixxx sMUsDl ... SMISDI...
[
| | |
| | L | |
/Si i L d : (11 H : H L}
PR egen The Cybersecurity Team focuses to support the “Harmonized European Rail Operation
| Seoure Component migration plateau with
SMI/SDIf..—p= A— 55l N Other Component
Insecure . . . . .
v i vy Yy e « Security gap analysis and security support for all System Pillar Domains, ERA TSIs and other
Adj. Secure Secure - cation R . . .
Component | > component g segmey Compenert I:l Network Component raII-SpeCIfIC topics

« Defining migration concepts (esp. for ERA TSI CCS) and aligning security certification
processes with existing certification processes.

« Maintaining the System Pillar Cybersecurity specification
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e_ Cy b erS eC u r | ty Oliver Knapp (DB) — Railway Lead

—urope's Markus Wischy (Siemens) — Supplier Lead
Lead STIP Deliverables Deliverables Request for Service (SC2.4)
« STIP_75: Shared Security Services Specification - 2024 DO1  Shared Security Services Specification - Q3 2025

« STIP_76: Secure Communication Specification - 2024
« STIP_77: Secure Program Req. - 2024

D02  Secure Communication Specification — Q3 2025

D03  Secure Program Req. — Q3 2025

« STIP_78: Secure Component Specification - 2024 .
D04  Secure Component Specification — Q3 2025

DO5  Other TSI — Q3 2025

D06  Cooperation with System Pillar Domains and Innovation Pillar — Continuous

Latest Achievements, Challenges and Design Decisions (to be filled periodically by Expected outcomes for sector review in the next 3 months
the domain)

e Latest Achievements:

* Publication of SP Cybersecurity Specification: specification is available on EU Rail System Pillar Finish of security gap analysis for all TSls
Website: https://rail-research.europa.eu/horizontal-tasks/ (Section Security) * finalize security gap analysis for all eight TSls

* Intensified communication with various stakeholders in regards to cyber security: DAC (SP Task
4), FRMCS (UIC), Transversal, SP Architecture Group

Accompanying communication for the document release

* Plan for dissemination of specification publication on conferences and publications
* Domain Current challenges:

* Integration of Cyber Security in other TSIs: Setup of communication for work estimation and
planning still ongoing. Alignment with ERA on prioritization
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